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Executive Summary
The following report was written by the Commercial Office of Israel to Mexico to
provide an overview of the Cybersecurity ecosystem in Mexico. With the information
presented in this report, you will be able to obtain a vision prior to the establishment of
business in Mexico, with examples of companies and public institutions that will be able
to guide you regarding the best practices to be carried out for a successful establishment
of business in the country. Likewise, to expand your business in Mexico, in case that
you are already operating in the Mexican market. For further information beyond what
is stated in this report, as well as questions or connections between the companies,
organizations and conferences listed in this report, please contact Carla Rodríguez,
which is in charge on the sectors of Cybersecurity, New Media, Retail-tech,Sports-tech
& Fintech.

Carla Rodríguez Ramírez
Trade Officer
Cybersecurity, New Media,
Retail-tech, Sports-tech
and Fintech
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1. The Israel Economic Mission in México
The Israel Economic Mission is based in Mexico City and represents the Foreign Trade
Administration of the Ministry of Economy and Industry of Israel. Our objective is to
promote, improve, and facilitate trade and investment in a wide variety of sectors
between Mexico and Israel. We work to develop strategic bilateral partnerships,
identifying new attractive opportunities in business and G2G bilateral trade between
Mexico and Israel. We are doing so via B2B meetings, business seminars, delegations,
exhibitions, and other services.
1.1. The Team

Lior M. Yafe
Commercial Attaché

Deborah Bar Nissim
Senior Trade Officer
Life Science, Automotive,
Investment &
Consumer Goods

Karla López Ruelas
Trade Officer
HLS, Telecom, Smart Cities
Construction-Tech, E-learning
& G to G

Carla Rodríguez Ramírez
Trade Officer
Cybersecurity, New Media,
Retail-tech, Sports-tech
and Fintech
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Estefanía Ustarroz Wood
Trade Officer
Agriculture, Water,
Cleantech, Food-Tech
& Mining

Regina Salvatori Campos
Project Manager

2. General Information About Mexico and its Business Culture
Official Name:
Capital:

Estados Unidos Mexicanos (México)
Mexico City
Mexican Peso

Currency:
Population:

Administrative
divisions:
Government
President
Official Language:

(1 USD = 20.48 MXN)
128,649,565 (July 2020 est.)
32 states (estados, singular-estado); Aguascalientes, Baja California,
Baja California Sur, Campeche, Chiapas, Chihuahua, Coahuila, Colima,
Cuidad de Mexico, Durango, Guanajuato, Guerrero, Hidalgo, Jalisco,
Mexico, Michoacan, Morelos, Nayarit, Nuevo Leon, Oaxaca, Puebla,
Queretaro, Quintana Roo, San Luis Potosi, Sinaloa, Sonora, Tabasco,
Tamaulipas, Tlaxcala, Veracruz, Yucatan, Zacatecas.
Federal Presidential Constitutional Republic
Andrés Manuel López Obrador
Spanish
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2.1. Major Cities


Mexico City



Juarez, Chihuahua



Tijuana, Baja California



Guadalajara, Jalisco



Leon, Guanajuato



Monterrey, Nuevo León



Puebla, Puebla

Mexico is the largest importer and exporter in Latin America and is the second-largesteconomy
in LATAM after Brazil.

2.2. Business Communication
Mexican business-culture prefer face-to-face methods of communication, as they find it
critical in determining potential partners' character, level of trust, and compatibility.

2.3. Business Etiquette: do’s and don’ts:


Presentation: Although before scheduling the call the Commercial Trade
Officer sent your information (presentation, one pager, etc.) that you provided
on your ERM request, it is important to have a short and precise power point
presentation about your product or service. For Mexican companies, a previous
experience in other markets is very important. Especially in the United States,
European Union and Latin America. In case you do have such an experience,
please emphasize it.



Read about the local company before: Make some research, look for the
person profile in LinkedIn and such.



Know your goals in the local market: It´s important that you provide clear
information about what you are expecting from your local partners, sales,
strategic plan, if you already have some distributors in the market,
approximately how much they are selling, etc.
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Importation issues: it is considerable to know the HS code of your product,
packaging for the importation and if there is any Mexican-local regulation
relevant.



Additional information: it is always attractive for the local company to know
if you are willing to give training, marketing percentage, free samples, or pilots,
before closing a deal.



Be friendly: In Mexican business culture, a direct, unmediated, pleasant and
respectful relationship is very important, long before doing business. It is
important not to go straight to business, before conducting a small talk. It can
be viewed as a rude behavior. DON´T make them feel rushed or undervalued.



Accurate information: If you don´t know an answer about a question been
asked during the call, it´s better to apologize and send the information later via
email, instead of providing misinformation, that can mislead or affect the
meeting adversely.

Mexican business-people do not like to say “No”. It´s important to be hyper-aware of
body language and other non-verbal cues to avoid miscommunications. If you push
the Mexican business-people, they could stop answering you.
Be careful in how you are doing business. Business in Mexico takes time to close and
longer when everything is by mail and calls.
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3. Overview into cybersecurity and its importance
In an interconnected world, the development of new technologies has opened the
possibility for computer criminals. As a result of IoT's boom and the spread of the
internet, representing new challenges in terms of cybersecurity, as it consists of the
practice of defending computer systems, servers, networks and data from malware while
implementing all the technologies and practice possible to keep the systems and the data
safe.
3.1.What are the types of Cybersecurity?
For cybersecurity to be successful it must include multiple protection layers in the
different mechanisms that we pretend to keep safe, for which cybersecurity is
classified into different categories, a few of the most common are:


Network Security consists of securing a computer network from intruders that can be
malware, breaches, or targeted attacks by the implementation ofmultiple layers of
protection that include the implementation of hardware andsoftware solutions, as well
as process and the configuration associated with network use, its accessibility, and
threat protection.
Moreover, it involves access control and antivirus software, application security,
network analytics, as well as multiple types of network-related security, endpoint,
web, and well as wireless, firewalls, VPN encryption, and furthermore.



Application Security’s primary focus is the process of developing, adding, and
testing security features within applications to prevent security vulnerabilities that
include unauthorized access and data alteration. The importance of this category
relies on the facility of various networks to interconnect to the cloud, increasing the
exposure of the devices, breaches and threats significantly. Due to the previous,
authentication, authorization, encryption, and logging process are necessary to
ensure only authorized users can access, use, and modify data.



Operational Security, also referred to as OPSEC, is a process for which accessibility
to sensitive information is prevented from getting to the wrong hands, detecting
possible data breaches, for which it can be understood as a process and a strategy for
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which you are to monitor analytical activities and processes such as behavior and
social media monitoring. Its importance revolves around security risk assessment,
identifying potential vulnerabilities that typical data security would not identify.


Moreover, Infosec also referred to as Information Security, comes as one of the
verticals for which processes and tools are designed, implemented, and developed to
protect commercial confidential information, specifically for

modification

preventing, their disruption, destruction, and their perusal, for which, INSEC is a
crucial element of the cybersecurity field whose target is data security.

4. Cybersecurity overview in Mexico
In 2018, it was estimated that 83% of companies were victims of cyberattacks, having
only 30% of them a cybersecurity department or a protection and action plan, being
victimsat least once a year with a lost estimated in 1.5 million dollars per company to
cybercrime.
Mexico is one of the countries with the highest digitization growth, increasing its
vulnerability to cyber-attacks. According to SonicWall's 2021 cyberattack report,
Mexico is the most attacked country in Latin America by Ransomware, while suffering
a 93% increasein Malware attacks during 2020. It has also been speculated that 81% of
Mexican organizations will experience at least 4 cyberattacks per year, according to a
recent ForresterConsulting study commissioned by Tenable. On the same studio by
Forrester, it is shown that 7 out of 10 cyberattacks on Mexican organizations are
targeted remotely.
Due to the COVID-19 pandemic, creativity and innovation flourished when new
commercial digitalization of the economy stepped forward to assume the challenges and
restructuration’s undergone by the industries, especially concerning e-commerce,
digital banking, and digitalization of relevant figures.
The one of the leading sectors suffering the challenges of undergoing digitalization is
the Mexican financial sector, which has suffered from cyber-attacks and information
breaches, suffering a 56% of malware attacks and 47% of phishing, being one of the
9

main targets for the hackers as their websites assemble, generate, administrate, and lead
holdings.
Cybercrimes generate costs for the financial system when it affects financial inclusion;
as awareness of the cyberattacks events spreads, it damages the reputation of the
institutions and undermines the confidence of the population. According to 2018’s
figures, an estimated 7% of the Mexican population remains unbanked due to a lack of
confidence in financial institutions

Fig. 1. Malware risk spread suffered a significant reduction up to 2021 second trimester compared 2020 when the country
was one of few countries with an increase in malware attacks

As a result, Mexico's economic growth doesn't equalize to the development of the
cybersecurity infrastructure and the necessary practices for the development of a robust
sector, as during the first quarter of 2020, the country suffered an estimated 800 million
attacks, which an economic impact that raised the 7.7 billion dollars per year.
As of 2022, the precise economic impact of cyberattacks remains an estimation, as
financial institutions are not obliged to declare the incidents. However, 91% of cyber
frauds are linked to the retail industry, primarily e-commerce, while involving the
remaining 9%, mobile banking and its cross sectors in Mexico. As long as the country
continues to provide cross country internet access, threats from malignant actors are to
10

multiply in accordance.
Moreover, Mexican companies, especially startups, do not allocate resources to
cybersecurity due to their early founding stages, as their business model scalability
continues being tested, for which data protection and IT security investment are not
considered a priority. Nevertheless, for emerging companies, it is a highlight to focus
in the cyber sectors, making it their main priority.

Fig. 2. Main cyber-attacks suffered in startups in Latin America

Cybercriminals are organized, geographically unrestricted, and have the necessary
means to execute their attacks. Therefore, there is no need for physical threats but to
direct cyberattacks on the target to provide significant returns.

An example of it is the cyber-attacks suffered by Mexican organizations in the retail
industry, whose commercial impact has been affected due to cyberattacks or notable
treat for which daily work and sensitive data were at risk. Among 90 companies, 4%
commented they had suffered cyber attacks, of which 69% of the time, the attacks were
targeted at remote workers who log in to a home internet connection.

Nevertheless, it needs to be pointed out that companies are unlikely to disclose
information on the cyberattacks they have undergone, and the measures are taken to
avoid future implications. However, due to the previous, the companies need to share
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accurate data to determine the consequences of the events and the development of
policies.
MCM Telecom,

a telecommunications Mexican company states that the correct

configuration of the different organizational and protection elements can help reduce the
riskof a digital attacks, but it may not be enough. This is because modern cybersecurity
solutionsare to be implemented in layers. Moreover, contemporary remote work has
brought new challenges, such as the installation of new systems, migrations to the cloud,
adoption of third-party software, development of new solutions, among others, 59% of
the Mexican cybersecurity leaders have stated that they do not have visibility into the
home security practices of remote employees.
A definition embedded in the law regarding Cybersecurity and Cybercrime is yet to be
adopted as Mexico has not established conjoined international partnerships in
cybersecurity.However, there are regulations on financial crimes, information security,
and technology in other crimes, such as terrorism, corruption, or related thematic framed
in the Federal Penal Code and the national cybersecurity strategy but not a specific law
focused on cybersecurity.
4.1. Mexico’s Regulatory Entities
In 2017, under President Enrique Peña Nieto presidential period, the non-binding
national cybersecurity strategy was developed to enforce enhancement advancements
under the cybersecurity verticals, which included the use and collection of public and
private data, without guarantying the information security, which is susceptible to
misusage as a result ofdata breaches.
Related to the previous, are the Mexican public institutions whose main objective is to
handle cybercrimes, such as the National Guard, with local and national representation,
beingin charge of preventing and taking over cybercrimes.
The National Institute for Transparency, Access to Information and Personal Data
Protection, also referred to as INAI for its acronym in Spanish, is an autonomous
constitutional entity that guarantees access to public information and protection of
personal data, ensuring tits appropriate usage, as well as the person’s right to exercise
12

their rights over rectifications, and opposition on the use of personal data.
It is to be stated that under Mexico's Privacy Law, organizations are obliged to
implement measures to prevent, correct and improve their security to avoid breaches,
for which the regulation prioritizes material damage over non-material damage and will
always depend onthe business, scope, context, and processing of the data compromised
in the incident.
According to PwC, business identity theft has increased dramatically. The data shows
that during 2020 and 2021, 47% of companies throughout the Organizations should
differentiatebetween material and non-material damage under Mexican law through a
risk analysis.
4.2.Overview on Mexico’s Cybersecurity Strategy
Mexico's National Cybersecurity Strategy is yet to be recognized as a binding
agreement. There is a necessity to promote a culture of cybersecurity focused on
advanced public knowledge of internet practice for online crime and fraud. As it is
considered that the vast majority of cyber-attacks in Mexico are not highly
sophisticated, being preventable with the adequate implementation of tools and
mindset, as, without it, the population is the target of a digital identity thief, malware,
among others.
The Strategy, framed in 2017 in collaboration with the Inter-American Committee
Against Terrorism, underscored Mexico's commitment to combat cybercrime. In
addition, it recognizes the importance and relevance of the information and data for
the telecommunications sector in Mexico's political, social, and economic
development.
Composed of three guiding principles, human rights, risk management,
multidisciplinary cooperation, and five strategic objectives: Society & Rights,
Economic & Innovation, Public Institutions, Public Security, and National Security,
organizations part of the National Strategy are not required to have a minimum set of
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cybersecurity measures in place or report incidents to authorities, for which data
collection of statistical development in cyberattacks is challenging to obtain.
Moreover, the Mexican Penal Code, regulator entity, penalizes cyber activities
related to Piracy, Phishing, Identity fraud, and Electronic Theft. In contrast, activities
such as espionage, conspiracy, media crime, communications interception, corruption,
extortion, and money laundering are considered as threats to the security,
confidentiality, integrity of any computing system, infrastructure, or communication
channel.
For which the Federal Penal Code establishes that whoever, without authorization
modifies,destroys, or causes the loss of information contained in computer systems
or equipment protected by a security mechanism, will receive a prison sentence of six
months to two years,by the competent authority, as well as a fine. In addition, the fine
could be doubled if the information is used for personal benefit or by a third party.
Included in the Mexican Federal Code the definitions for which cyber related felonies
can be penalized, in this case, Phishing resembling fraud and for which a person
commits forgery when deceiving information for personal gain, leaving the
competent authority to impose prison between three days to 12 years, depending on
the magnitude of the event and a fine.
The previous ruling is also applicable for Hacking and Piracy, being reflected under
the Mexican law as the infection of computer systems with malware, including
ransomware, spyware, viruses, among others. In the case of piracy, it is described as
the possession of software, firewares or tools applicable to cybercrimes.
In the case of identity fraud or electronic theft, it involves the Banking and Credit
institutions

regulation, establishing that whoever produces, manufactures,

reproduces, copies, prints, sells, exchanges, or alters any payment instrument,
including electronic devices accredited by financial institutions is subject to three to
nine years prison sentence as well as to a fine. Additionally, the Federal Penal Code
establishes that anyone who, with or without authorization, modifies, destroys, or
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causes the loss of information contained in the systems of credit institutions or
computer equipment protected by a security mechanism, is subject to six months up
to four years of a prison sentence.

5. Largest Cybersecurity Companies in Mexico
Mexico, considered the second most robust Latin American economy and the 15th
worldwide, with a stable growing economy due to long-term policies despite the 2019
oil crisis and the 2020 COVID-19 global recession, expected for 2022 an economic
growth between 4% to 8%.
Furthermore, Mexico's economy and geostrategic location have become an attractive
target market for illicit cyber activities. On the one hand, it enjoys considerable foreign
direct investment and strong GDP growth. On the other, it remains relatively vulnerable
in cybersecurity and cyber defense.
Due to the previous, Mexico is to further engage with national, regional, and
international partners to facilitate and ensure its security in cyberspace. Nevertheless, it
can be stated that in the past five years, Mexican companies have become essential
players in the IT industry, ranking in the top 20th of the most significant services
providers, attracting an increasing number of international companies to their
portfolios, of which the Mexican industries majorly focus on Data Security,
Governance and Compliance, Cloud Security, Detection and Prevention as well as
Incident Response and Forensics.
To illustrate the Mexican cybersecurity market and its focus, the most relevant Mexican
players in the industry is Scitum, one of the largest Mexican cybersecurity companies,
own by Grupo Telmex, Mexicos’ main telecommunications company . Founded in 1998
as an integral cybersecurity company providing consultancy services, representation of
foreign companies, and project development.
Scitum has more than 720 employees, offices in Mexico City and Queretaro, and
operates Latin America, the United States, and Europe.
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Arame, a company part of Grupo Scanda founded in 2000, provides service to the Grupo
network in terms of implementation and development of firewalls, authentication
services, threat and breach detection, and software development.
The company has seven offices in Mexico, a representation in Colombia, and operations
in South America and Spain through the Grupo Scanda network.
KIO Networks was founded in 2002 as part of Kio Network Group, a technological
group composed of six business lines such as Cyber Security and Cloud Services. Kio
Network offers abroad portfolio of mission-critical solutions alienated to international
credentials andprocesses. The company has 40 data centers distributed among Mexico,
Central America, theCaribbean, and Spain, hosting information and critical applications
of their partners.

6. Business Opportunities
COVID-19 pandemic and its restrictions generated a favorable environment for cyberattackson Information and Communication Technologies (ICTs) due to its worldwide
increase. Nevertheless, Mexico became a particular case due to the lack of a
regulatory framework tohelp reduce the effects of such attacks.
Since COVID-19 pandemic started, 60% of Mexican companies have been subject to
cyber-attacks. Therefore, cyber security measure implementation is part of the
lineaments and actions taken by the industries, increasing their relevance digitalization
and telecommuting were implemented. Moreover, in the last 18 months, Mexican
companies have increased security requirements for their providers by 88%.
It must be stated that end-to-end solutions increased their demand as employees seek to
protect their databases when their counterparts connect to home networks, positively
impacting the employee's performance as it can be assured that the devices utilized are
secured.
Furthermore, financial frauds are in vogue, and financial institutions are focusing on
alternatives to prevent and react to fraudulent activities; as per Daniel Becker, president
of the Mexican Banking Association, in 2021, the Mexican banks invested 20.8% more
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in technology and innovation compared to 2020 and a 35% more compared to prior
pandemic times.
The sophistication of the cyber-attacks evolves daily, from fraudulent calls and
messages to the creation of digital cards and counterfeit verification methods as
examples of the variety of frauds that can occur due to the previous and the increase in
digital banking.
Due to the previous, 2022 is an excellent year for the Mexican industry invest in new
innovative sectors that show a soaring demand and invaluable usefulness, such as
technological development and the immersion in the possibilities hidden in cyberspace.
But unfortunately, although societies and economies are moving steadily towards
cyberspace, crime has transmigrated to these spaces, reporting on the rising of
international cybercrimes from $3 trillion in early 2015 to a forecast of $6 trillion in 2021.

Fig. 3. Projected losses due to onlinefraud per region, being Latin America projected as the main region for
fraud events to take place, followed by Far East Asia and China.

As interconnection becomes more extensive and digitalization crucial, especially in
developing economies via faster and more extensive networks, the Organization of
AmericanStates (OAS) seeks to improve hemispheric policies that protect governments
and civil society against cyber-attacks, however, in the Mexican case, a framework is
yet to be developed.
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Related to the previous, subsectors on cyber that are currently on demand by the
Mexican entities are the following:


Security on the Cloud, as organizations and businesses have transferred their data and
infrastructure to the cloud, cloud computing security is required.



Training, Education & Awareness, focused on security awareness training, majorly
educating the workforce on the multiple cyber threats, their implications, and how to
keep the company and date safe.



Fraud, focused con identity fraud, theft of financial and payment data, cyber extortion,
and email and internet fraud.



Insider threats, most of the company's focus is on external threats. Yet, insider threats
that may involve fraud, theft, and confidential or commercially valuable information,
are to be prevented, especially when considering the projected increasein cyber threats
in the Latin American region.



Endpoint security, due to the interconnectivity to other devices and networks,ensures
that devices avoid data breaches, restricting the use of sensitive data and access to
specific information and features.
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6. Main Cybersecurity Events in Mexico
6.1.1. 7th Congress Of Technology And Business America Digital Mexico 2022
It is the meeting space between global and local technology providers, ICT, IOT, IA,
M2M, cloud, big data, SaaS, IT Security, apps, and others. It is considered an
important meeting point of the digital ecosystem in Mexico and Latin America.
Previous attendantsknow this event as a great place for networking and capacitating
their team regarding thelatest innovation in technology and business.



Dates: March 9th and 10th, 2022
Place: Online format

6.1.2. Tactical Edge Virtual 2022
Tactical Edge's annual event covers many essential cybersecurity topics, from the
importance of cybersecurity awareness to new technology solutions using artificial
intelligence and machine learning. It offers a learning space for all cybersecurity
professionals in Latin America



Dates: May 11th and 12th, 2022
Place: Online format

6.1.3. Mexico Cybersecurity Summit 2022
This Summit is one of the most important events about cybersecurity in Mexico and
is highly recognized by the spaces that create opportunities for networking at national
and international levels
Strategic alliances - CIO's Mexicans, Zacatecas State Cluster, MXTI, WOMCY
(Latam Women in Cybersecurity)



Dates: June 1rst to 3rd, 2022
Place: Online format
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6.1.4. Infosecurity Mexico 2022
Infosecurity congresses aim to keep the conversation about the cybersecurity industry
and open opportunities to new actors and innovations in the area. The organizer
“Infosecurity Group,” the owner of the “Infosecurity Magazine,” has more than 25
years of experience connecting influential actors on the cyber-space worldwide,
gathering education and networking opportunities for visitors and suppliers. Their
main goal is to help everyone who needs to know the cyber industrybetter.


Dates: October 5th and 6th, 2022



Place: Centro Citibanamex, CDMX and online format
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7. Conclusion
Over the last decade, the world economy has been influenced and even led by digital
innovations and ICT sectors. Therefore, the country needs to stand up and recognize the
current directions and pros of digital advancements and their integration into the
business arena for the national economy's profitability.
Mexico's national approach to internet and connectivity represents an area of
opportunity due to the presidential development program, under which the agenda has
been designed to innovate and develop service sectors, for which international
cooperation under the Free Trade Agreement, to undergo business between both
nations, is to be taken into consideration as a tool to access the evolving Mexican
market.
Although cybersecurity regulation is to be implemented, private and public institutions
are moving forward, focusing on enforcing public-private partnerships to establish
secure and much faster connections.
In recent months, we have witnessed the private sector and public and governmental
entities fall victim to cyberattacks, putting at-risk infrastructure and confidential data.
The current year, 2022, is the year where cybersecurity is targeted as one of the core
verticals for economic development. The local governments and financial institutions'
short-term goal is digitalization and with it, embedded fraud prevention.
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